VEC Report B2B Instructions for Customers

Purpose:

This is a document to instruct how customer applications can access the VEC Report data directly via API
URL calls, thus bypass accessing the VEC Report page on the Ul front end.

Instructions
To pull from the GCTS API end point URLs, you will need to authenticate first.

1) Authenticate by making a HTTP POST request to the security APl end point:
https://secure2.gcts.tcenergy.com/security/authenticate
e Request header needs to contain:
0 Content-Type: application/json
e Content Body needs to contain your username and password:

0 {“username”: “<user>”, “password”: “<pwd>" }
0 Note: As this is passed over via HTTPS protocol, the user and pwd will be encrypted

The result should returna HTTP 200 OK, and the content look as follows:

"tokenType": "Bearer"”
"accessToken": "eyl@eXAioilkv1QiLCIhbGciOilIUzIINiIsIIVuaXF1ZSEIRCIGIMIAYWY3IOTIZLTIMNDktNGMx0584ZThkLTRIZDkzNWFINTExYS19 . eyIlbmlxdWvfbmFtZSI6INR
JoGwuY2FCcXG1lhZ2dpZVeaywsnl mIsZSIBWYINTFITdXBub3I8IiwiRexDXINLcHBvenQiLCIHTENfYmlldegubHkiXSwiaHR@cDovL3RYYWSZYUNhbmFkYS5jb2@ 1bnRpdHkvY2x
joiTWFnZ211IFRhbme il CJodHRwWOA S8vdHIhbnlhY 2F uYWRhLmNvbS9pZGYudGleeSsjbGF pbXMyZ2NBcy11c2VySWR1bnRpZm11ciI6Tj1i0GUSYWY
1GQYNMMWOWQSMSIsImlzcyIGImh@dH, j R1bnRpdHkilLCIhdwQioilodHRwe zov L3Ry YWSZY2FuYWRh LmNvbS2nY3RZL2F
Tk3MiwibmImIjoxNT c4NzAXMDcy Q. nPNgdphc IBShPMoUxZI] tkSTp8PbrzIluvie"”

\ sI1VuaXF1ZSBIRCIST ZTQSLWQSM2YENDY4YSThNTUxLTEjOGI@ZDgwY2M3INCI9. ey J1bmlxdWfbmFEZSI&EIn
Y2FuYWRhLmNvbS9pZGVudGleesIsImF1ZCI6Imhe@dHEz018vdHIhbnNT YWShZGEUY29tL 2dJdHMvemVmemyzaCIsIm
1Ay8_RIFLONBYX5GCAGSYFLWGx1jD-0Cq8EPKPCC2E"

V4cCIEMTUIODCWNDY3MSwibmImI joxNT c4NzAXMDCxfQ. 2

This shows that you have authenticated successfully, and the results return a JWT access token and
refresh token. You will need the value of the access token to make calls to the reporting end points. The
token value is an encoded string that contains information on what sort of permissions you have. This is
needed so that the end point can authorize you first before serving your request.

2) Once you have the JWT token, make a HTTP GET request to the reporting end point:
https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyCompositi
on/export?fromGasDay=<From Gas Day>&toGasDay=<To Gas
Day>&reportByType=Daily&sinceDate=<Since Date>&sinceTime=<Since
Time>&stationNumbers=<Station Numbers>
e Request header needs to contain:

O Authorization: Bearer <JWT access token value>
0 Content-Type: application/json

e From Gas Day and To Gas Day make up the date range of the report and will need to be in
the following format:
0 YYYY-MM-DD


https://secure2.gcts.tcenergy.com/security/authenticate
https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition/export?fromGasDay=%3cFrom%20Gas%20Day%3e&toGasDay=%3cTo%20Gas%20Day%3e&reportByType=Daily
https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition/export?fromGasDay=%3cFrom%20Gas%20Day%3e&toGasDay=%3cTo%20Gas%20Day%3e&reportByType=Daily
https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition/export?fromGasDay=%3cFrom%20Gas%20Day%3e&toGasDay=%3cTo%20Gas%20Day%3e&reportByType=Daily

0 Ex)2020-01-01
e Togetthe hourly report, replace reportByType=Daily with reportByType=Hourly

o SinceDateis used to returnthe measurement adjustments made since the provided date. It
will need to be in the following format:
o YYYY-MMM-DD
0 Ex)2020-Jan-01
0 Note: this is an optional field, and to be used in conjunction with Since Time

e SinceTime is used to returnthe measurement adjustments made since the provided time. It
will need to be in the following format:
0 HH:MM (24-hour clock)
0 Ex)23:00
0 Default should be 00:00
0 Note:this is an optional field, and to be used in conjunction with Since Date

e Station Numbersisa list of one or more measurement station numbers of which you arean
Operator or Agent of
0 Ex)50011,50012,50053
0 Note:this is a required field

Submitting this call should return a HTTP 200 OK, and the content looks as follows:

11

[{"stationNMumber":51999,"stationMame": "Empress","stationType”:{"id":"Rec Meas","description”:"Receipt
Measuremznt”},"gasDay™:"2828-01-12T780:88:08", "fromDateTime" : "2828-01-12T7659:88:88", "toDateTime": "2826-
e1-

13TBE:80:88", "energy” :2701711.1338841, "volume™ :78131.7112828, "volumeUnitOfMeasure™ :null, "pressure” :nul
1,"pressurelUnitOfMeasure™:"kPa", "temperature” :null, "temperaturelnitOfMeasure™: "degl”, "acceptabilityInd
icater”:58,"sg"null, "heatValue™”:328.5216165, "heatValueUnitOfMeasure™ : "M3/m3", " n2" :null, "c62" :null, "c1”
cnull,"c2™:null,"c3”null, " nC4™:null,"ic4™ :null, "nCS" :null, "iC5" :null, "nC6" :null, "nC7" :null, "nC8" :null
,"he”:null}]

The response returned is in JSON format. As JSON could be susceptible to Cross Site Request Forgery, we
have protected the response by prefixing the following charactersto it: )]},

For more information on JSON Vulnerability, refer to the following:

https://docs.angularjs.org/api/ng/service/Shttp#json-vulnerability-protection

https://haacked.com/archive/2008/11/20/anatomy-of-a-subtle-json-vulnerability.aspx/

3) How to work with the JSON response:

You will need to parse the JSON response. Due to the JSON security prefix, you will first need to strip it


https://docs.angularjs.org/api/ng/service/$http#json-vulnerability-protection
https://haacked.com/archive/2008/11/20/anatomy-of-a-subtle-json-vulnerability.aspx/

out before you can parse the JSON data. Note that some frameworks will automatically strip it for you
(for example, Angular)S and Angular). Otherwise, you will need to manually remove it from the string.

Environment URLS:
Qual 2 Test Environment URLs:

https://secure2.gcts-qual2.tcenergy.com/security/authenticate

https://secure2.gcts-
qual2.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition/export

Production Environment URLs:

https://secure2.gcts.tcenergy.com/security/authenticate

https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition/export



https://secure2.gcts-qual2.tcenergy.com/security/authenticate
https://secure2.gcts-qual2.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition
https://secure2.gcts-qual2.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition
https://secure2.gcts.tcenergy.com/security/authenticate
https://secure2.gcts.tcenergy.com/flowinggas/pipelines/ML/reports/volumeEnergyComposition
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